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FOR CHILDREN WITH NEW DEVICES -

The Christmas season has finally arrived and soon many of you will be opening your presents in
the hope that Santa has listened to your request for the latest mobile phone or smart device.
Owning a mobile phone can be fun, but it's important to use it safely and responsibly. By
following. our safety tips below, you can make sure that you set up your phone securely, keep
your personal information private and enjoy using your phone in the healthiest way p0351ble

1 ALWAYS SECURE YOUR PHONE WITH A PASSWORD 7 LIMIT YOUR SCREEN TIME | .

This will heip to keep your private information safe and won't allow others to Using your phone for too long, particularly in the evenmgs, can make you feel

access yqur phone without your permission. Make sure your password is . . tired at sghool, affect your concentration and make you lose interest in other

memorable and personal to.you but something which otherpeople can’t things in life. Only use your phone at certain times of the day'and don’t use it
e guess, and always share it with your parents just in case you forget it. ¢ close to bedtime. You can set a‘screen time limit’via the settings on your

phone. This will help you stay fit and healthy and means that you will still be
A .

2 D’SABLE LOCAT’ ON SET T,N GS » . able to focus and perform well at school.

This can usually be done from the device’s privacy control settings. Disabling :
. Iocation.settings means that your phone can’t be tracked by others ahd < TH’ NK OF OTHE RS WHE N TAK’ NG pHOTOS
strangers can't tell where you are when you're u'sing it. It also helps to save 0 Don’t take embarrassing photos of other peoplé on your phone. If other people
battery. O ) get access to the photo and share it with more people, it could make that
3 A LWAVS USE A S ECU R E w ’F, N ETW O RK - person really upset and treated as a form of bullying. Always be mindful of the
. photos you take using your camera and who you share them with.

When you use your WIFl at home ilsually it is a secure network that only

ﬁ you and your family know the password to. Public netwo.rks, like thos.e in 9 MAKE SuU RE VOUR pARE NTS SET UP - ¢
e coffee shops, can be accegsed by anyone which means thatgpeople could $ -: ‘pA RENTAL CON-U?O LS’ o

potentially hack into your device and access your personal information

without you realising. This means that you will be able to use your phone safely and securely and

won't accidently do things you shouldn’t do. The best time to do this is when

[/} ON LVPA’ R w, TH BLUE TOOTH DE \" CES YOU KN Ow : you get a new phone or device so that you're protected from the very

A Bluetooth connection with another device means that you can send and beginning.

receive data wirelessly. For example, you could listen to music wir.elessly or .
receive pictures and videos from your friends. However, pairing your phone 10 ALWAVS TALK TO VOUR pARENTS ’ F VOU 6

o)
witha devicgyou don’t know means that you could be sharing personal DON T FEE L SAFE

information with a stranger or could leave your device open to receiving viruses. Sometimes, even though your phone is really secure, you might see something

5 ON Lv USE APP S WH ’CH yo U A R E O LD ENO UGH TO USE you don't like, or someone might contact you who you don’t know. If this

happens, always tell your trusted adult like your parents, carers, other adult

Before d°W“|°ad'“9 any hew apps, aIways check the age-rating of the app. If family members or a teacher, all of whom will be able to support you and
you need help, ask your parent or carer to make sure that the app is safe for you advise you on what you should do next.

to use and never download anything which you are too young for as it may

c?ntain things that aren’t safe foryou to see. . 11 DON’T TEXT AND WALK .
6 B EWA R E OF B ECOM ,N G A dd,CTED -FO yo U R pH ON E . This might seem like a strange thing to’say but it ¢can be dangerous to stare at

your mobile phone whilst walking outside alongside busy roads or bicycle
Before downloading any new apps, always check the age-rating of the app. If paths. In some cases, children have been knocked over by cars or cyclists
o

you need help, ask your parent or carer to make sure that the app is safe for you because they haven’t been aware of their surroundings whilst textingor _
to use and never download anything which you are too young for asit may playing games on their mobile devices. ® . + : '

cgntam thmgs that aren’t safe for youi to see. — °
® g *
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12 DON'T SHARE YOUR NUMBER OR-YOUR DEVICE WITH PEOPLE YOU DONTKNOW. - .- . *

Never feel pressured into sharing your phone number with people you don’t know and don’t lend your phone to st[ipgers or keep it:

2 : where others could get hold of it. Look after your device and always keep it hidden from sight tqeavmd 1 bemg stolen.og broken into. °
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